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“RISK MANAGEMENT POLICY”

+ Background

Vakrangee Ltd (the company) is into business of E- Commerce, E — Governance, Financial
Services, Banking Correspondence agent (BCA) and White Label Automated Teller
Machine Operator (WLAO) which are governed by various guidelines issued by Reserve
Bank of India and other related laws to mitigate the risk associated with its Business.

‘Risk’in literal terms can be defined as the effect of uncertainty on the objectives.
Risk is measured in terms of consequences and likelihood. Risks can be internal
and external and are inherent in all administrative and business activities. Every
member of any organisation continuously manages various types of risks. Formal
and systematic approaches to managing risks have evolved and they are now
regarded as good management practice also called as Risk Management.

‘Risk Management'is the identification, assessment, and prioritization of risks followed by
coordinated and economical application of resources to minimize, monitor, and control the
probability and/or impact of uncertain events or to maximize the realisation of opportunities.
Risk management also provides a system for the setting of priorities when there are competing
demands on limited resources.

m Effective risk management requires:

n A strategic focus,

m Forward thinking and active approaches to management

m Balance between the cost of managing risk and the anticipated benefits, and
m  Contingency planning in the event that critical threats are realised.

In today’s challenging and competitive environment, strategies for mitigating inherent risks in
accomplishing the growth plans of the Company are imperative. The common risks inter alia
are: Regulations, competition, Business risk, Technology obsolescence, return on investments,
business cycle, increase in price and costs, limited resources, retention of talent, etc.

+ Legal Framework

The Companies Act, 2013 and the SEBI Listing Obligations and Disclosure Requirements)
Regulations, 2015, (“LODR - 2015") have also incorporated various provisions in relation to Risk
Management policy, procedure and practices.

As per Regulation 17(9) of the SEBI LODR, 2015, the listed entity shall (a)lay down procedures to
inform members of board of directors about risk assessment and minimization procedures. (b)
The board of directors shall be responsible for framing, implementing and monitoring the risk
management plan for the listed entity.

Section 134(3)(n) of the Companies Act, 2013 requires a statement to be included in the
report of the board of directors (“Board”) of Vakrangee Limited("Vakrangee”or the “Company”),
indicating development and implementation of a risk management policy for the Company,
including identification therein of elements of risk, if any, which, in the opinion of the Board,
may threaten the existence of the Company.

Further, the provisions of Section 177(4)(vii) of the Companies Act, 2013 require that every Audit
Committee shall act in accordance with the terms of reference specified in writing by the Board
which shall inter alia include evaluation of risk management systems.
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In line with the above requirements, it is therefore, required for the Company to
frame and adopt a “Risk Management Policy” (“Policy”) of the Company.

Vakrangee Limited, being a listed company, is required to adhere to the regulations
made both by the Companies Act, 2013 and LODR - 2015 governed by the Securities
and Exchange Board of India (SEBI). Where any stipulation is common between the
regulations, more stringent of the two shall be complied with.

. Introduction

The Board of Directors of Vakrangee Limited has adopted the following policy and
procedures with regard to risk management as defined below. The Board may review
and amend this policy from time to time.

. Definitions

‘Audit Committee” means Committee of Board of Directors of the Company
constituted under the provisions of the Companies Act, 2013 and SEBI LODR, 2015.

"Board of Directors”or “Board”in relation to a Company, means the collective body of
Directors of the Company.

“Policy” means Risk Management Policy.
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Background and Implementation

The Company is prone to inherent business risks. This document is intended to
formalize a risk management policy, the objective of which shall be identification,
evaluation, monitoring and minimization of identifiable risks.

This policy is in compliance with the amended LODR - 2015 which requires
the Company to lay down procedure for risk assessment and procedure for risk
minimization.

The policy adheres, inter alia, to RBI's guidelines on the Risk Management in Banking
Correspondence and White Label ATM (WLA) Business.

The Board of Directors of the Company and the Audit Committee shall periodically
review and evaluate the risk management system of the Company so that the
management controls the risks through properly defined network.

Head of Departments shall be responsible for implementation of the risk
management system as may be applicable to their respective areas of functioning
and report to the Board and Audit Committee.

Objective

This policy is framed to set up a framework for risk assessment and minimization
procedures. The main objective of this policy is to ensure sustainable business
growth with stability and to promote a pro-active approach in reporting, evaluating
and resolving risks associated with the business. In order to achieve the key objective,
the policy establishes a structured and disciplined approach to Risk Management, in
order to guide decisions on risk related issues.

Applicability

This Policy applies to all areas of the Company’s operations.

The specific objectives of the Risk Management Policy are:

m  Toensure that all the current and future material risk exposures of the company
are identified, assessed, quantified, appropriately mitigated, minimized and
managed i.e to ensure adequate systems for risk management.

m o establish a framework for the company’s risk management process and to
ensure its implementation.

m  Toenable compliance with appropriate regulations, wherever applicable,
through the adoption of best practices.

m  Toassure business growth with financial stability.

Key definitions:

Risk Assessment — The systematic process of identifying and analyzing risks. Risk
Assessment consists of a detailed study of threats and vulnerability and resultant
exposure to various risks.

Risk Management — The systematic way of protecting business resources and income
against losses so that the objectives of the Company can be achieved without
unnecessary interruption.

Risk Management Process - The systematic application of management policies,
procedures and practices to the tasks of establishing the context, identifying,
analyzing, evaluating, treating, monitoring and communicating risk.
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Risk Management, Risk
Mitigation and Risk
Monitoring

In principle, risk always result as consequences of activities or as a consequence of
non-activities. Risk Management and Risk Monitoring are important in recognizing
and controlling risks. The below paragraphs embrace Company’s risk identification and
mitigation strategies like risk control, avoidance, etc.

Changes in Government Policies:

The Company's business is dependent on Government policy towards financial inclusion
and Semi Urban and Rural India. Thus, any change in the policy framework and restrictions
on the transactions may affect the profitability of business.

Mitigation: Risks that are likely to emanate are managed by constant engagement with
various stake holders, reviewing and monitoring the country’s economical and financial
related policies and involvement in representation at trade bodies.

. Rapid Changes in Technology/Obsolescence of Technology:

Rapid technological changes may change all the existing business models. The
Company’s margins may hit due to new cost-effective disruptive innovations.

Mitigation: The Company strongly believes that technological obsolescence is a
practical reality. Technological obsolescence is evaluated on a continual basis and the
necessary investments are made to bring in the best of the prevailing technology.
The company’s procurement policy has taken into consideration of all the Regulatory
requirements and capabilities of future upgrades.

. Heavy Dependence on Franchisee Model:

Though franchisee model enables aggressive expansion, the risks associated with
the franchisee model still persist. Any reputation loss in single franchise may suffer
the brand name. Moreover, the margins on franchisees are less and legal issues may
disrupt the smooth operations.

Mitigation: Alternate arrangement of franchise model can be opted in future if
required. Revenue based Banking correspondence and White Label ATMs can easily
be deployed in future as an alternate arrangement.

. Legal Risk:

Legal risk is the risk in which the Company is exposed to any legal action. As the
Company is governed by various laws and regulations, hence the company is
exposed to legal risk if there is any violation done.

Mitigation: As the Company is governed by various laws and the Company
has to do its business within four walls of law, where the Company is exposed
to legal risk exposure. We have an experienced team of professionals,
advisors who focus on evaluating the risks involved in a contract,
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ascertaining our responsibilities under the applicable law of the contract,
restricting our liabilities under the contract, and covering the risks involved
so that they can ensure adherence to all contractual commitments.

Financial Reporting Risks

Changing laws, regulations and standards relating to accounting, corporate
governance and public disclosure, Securities and Exchange Board of India (SEBI) rules,
and Indian stock market listing regulations are creating uncertainty for companies.
These new or changed laws, regulations and standards may lack specificity and

are subject to varying interpretations. Their application in practice may evolve over
time, as new guidance is provided by regulatory and governing bodies. This could
result in continuing uncertainty regarding compliance matters and higher costs of
compliance as a result of ongoing revisions to such corporate governance standards.

Mitigation: The Company is committed on maintaining high standards of corporate
governance and public disclosure and our efforts to comply with evolving laws,
regulations and standards in this regard would further help us address these issues

Risk of Corporate accounting fraud:

Accounting fraud or corporate accounting fraud are business scandals arising out of
Misusing or misdirecting of funds, overstating revenues, understating expenses etc.
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The Company mitigates this risk by:

Understanding the applicable laws and regulations

Conducting risk assessments,

Enforcing and monitoring code of conduct for key executives
Instituting Whistleblower mechanisms

Deploying a strategy and process for implementing the new controls

Adhering to internal control practices that prevent collusion and concentration
of authority

Employing mechanisms for multiple authorization of key transactions with
cross checks

Scrutinizing of management information data to pinpoint dissimilarity of
comparative figures and ratios

Creating a favorable atmosphere for internal auditors in reporting and
highlighting any instances of even minor non-adherence to procedures and
manuals and a host of other steps throughout the organization.

Vakrangee

Kendra

aiit dg
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Cyberattack and data leakage

Increasing concern for user data privacy, data leakage, and number of cyber-attacks
are the reason for rising attention to the question of data security, which became
more relevant in the recent years. The increasing number of devices connected to
the Internet not only creates more data but also makes it more vulnerable and not
very well protected. It is expected that security analytics costs will raise up. Thus, it is
critical to keep up with latest trends in the field of data security.

Mitigation: Privacy and security of data are two of our biggest concerns. However,
we have been continuously working in the direction of protecting data. We have
adopted below approaches for data security and privacy:

Validation and filtration of end-point inputs: we use an authentic
and legitimate end-point device. End-point devices are the
entry point for authentic and valid data into the system.

Mandatory Access Control (MAC): in which the access of each user
is constrained to a very limited set of tasks and time frame.

Digital signatures using asymmetric encryption: regular audits, and
hash chaining are standard practices followed to secure the data.

Monitor logs on a real-time basis to spot anomalies
that identify any misuses and abnormality.

Use data tagging and enforced time stamps to help in tracing unauthorized activity.

Encryption at all times — when data is in transit and at rest, database contents is
encrypted; protecting data at rest, and additional protection for data in transit
applied using SSL encryption to connect the client and server, ensuring that only
trusted computers can access the encrypted data. Encryption is a crucial part of
maintaining confidentiality and integrity of data.

Encryption of data within the database, access control, masking sensitive data and
stringent authorization policies, keeping security patches up to date. Deploying
encryption on all data on a granular basis helps ensure that even if there is a system
breach, the data itself remains protected.

Key Exchange policy: Loading and managing ATM encryption keys. Hardware
Security Module (HSM) are used to facilitate Key life-cycle management, including
generating, distributing and injecting ATM encryption keys. These tamper-evident,
tamper-responsive servers are equipped with an internal secure cryptographic
device for key storage and comply with all the other major industry standards like
ISO, PCI DSS, etc.

Skimming Attacks

Skimmer is placed at the ATM by the fraudsters. The customer details of card details
and pin is captured illegally by the fraudsters.

Mitigation: Anti skimming Card reader is Installed at all Vakrangee ATM's to prevent

Skimming attacks.
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Accessing of Risk
Monitoring Tool

Granular Auditing: We analyze network logs which is always advantageous and helpful in
recognizing any kind of cyber-attack or malicious activity.

Data Provenance: We classify data, as it is necessary to be aware of its origin to determine
the data origin accurately, authentication, validation and access control could be gained.

Periodic Audit

Audits provide a disciplined documentation process that continually measures operational
reality against stated policies and standards.

Compliance to regulatory requirement

Training management

To ensure effectiveness, Learning & improvement included in training programs that get
everyone within organization/system on the same page. Our training programs provided
through various media. A detailed training is provided to the all the staff, ATM Custodian

and Banking Operator.

Surveillance

Centralized closed-circuit surveillance (CCTV) is installed at all the Nextgen Vakrangee
Kendra covering ATM and Banking Operations round the clock. In addition, Vakrangee
Kendra is always manned during the Business hours.
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External Risk:

. Theft

These physical attacks, known as ram-raids or smash & grabs burglary may occur by
the fraudsters.

Mitigation: Period Audits and checks are done by auditors to prevent any kind of
such thefts on our network

The incident shall be reported to RBI and NPCl as and when the incident occurred as
per the guidelines issued.
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Risk Mitigation Matrix for Transactions Monitoring

Rule-based
structure

Dynamic
scenarios

to enable
authorization
intervention

Action
differentiation
according to
risk levels

In-depth
analysis of chip
data

Early warning
system

Online and
multi-tasking
operation

Single sign-on

Maker-checker

Built-in language
support

Field support
through BC/DC
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Single
transaction
scenarios

Periodical
scenarios

Recurring
transaction
scenarios

Trade
transaction
scenarios

System Based

Tracking of
multiple ATM
card transaction

Recurring
lesser amount
transaction

Other
authentication
sources - the txn
wise files from
switch, ATM and
NPCl verified
and reconciled
by team on daily
basis.

Switch and
Monitoring
Reports

Multiple
transaction at
the identified
location /
terminal

Text / email
sent to ATM
custodian

Warning letter
issued

Settlement
process held
back

Terminal
suspension

Memo issuance,
withholding of
the commission
and termination
of the

agreement on
repeat instances
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Constitution of Risk
Management Committee

The Company has constituted a Risk Management Committee with majority of Members
of the Board of Directors, with the overall responsibility of overseeing and reviewing

risk management across the Company. The terms of reference of the Risk Management
Committee are as follows:

. review of strategic risks arising out of adverse business decisions and lack of
responsiveness to changes;
review of operational risks;

. review of financial and reporting risks;

. review of compliance risks;

review or discuss the Company’s risk philosophy and the quantum of risk, on a
broad level that the Company, as an organization, is willing to accept in pursuit of
stakeholder value;

review the extent to which management has established effective enterprise risk
management at the Company;

inquiring about existing risk management processes and review the effectiveness
of those processes in identifying, assessing and managing the Company’s most
significant enterprise-wide risk exposures;

. review the Company’s portfolio of risk and consider it against it's risk appetite by
reviewing integration of strategy and operational initiatives with enterprise-wide risk
exposures to ensure risk exposures are consistent with overall appetite for risk; and

. review periodically key risk indicators and management response thereto.

Meetings

The Risk Management Committee shall meet at least once in a year.
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Authority

The Committee shall have free access to management and management information. The
Committee, at its sole authority, may seek the advice of outside experts or consultants
where judged necessary.

Role of the Board

The Board will undertake the following actions to ensure risk is managed appropriately:

The Board shall be responsible for framing, implementing and monitoring the risk
management plan for the company.

. The Board shall ensure that the SOPs of all departments & verticals are prepared as
per best global practices and are compliant with ESG parameters and UN SDG goals
and are free from any business or legal risks.

« The Board shall define the roles and responsibilities of the Risk Management
Committee and may delegate monitoring and reviewing of the risk management
plan to the Committee and such other functions as it may deem fit.

. Ensure that the appropriate systems for risk management are in place.

The independent directors shall help in bringing an independent judgment to bear
on the Board's deliberations on issues of risk management and satisfy themselves
that the systems of risk management are robust and defensible; Participate in major
decisions affecting the organization’s risk profile;

Have an awareness of and continually monitor the management of strategic risks;

. Be satisfied that processes and controls are in place for managing less significant
risks; Be satisfied that an appropriate accountability framework is working whereby
any delegation of risk is documented and performance can be monitored
accordingly; Ensure risk management is integrated into board reporting and annual
reporting mechanisms;

Convene any board-committees that are deemed necessary to ensure risk is
adequately managed and resolved where possible.

Review

This policy shall be reviewed at a minimum at least every year to ensure it meets the
requirements of legislation & the needs of organization.
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